B{{TBEP)}Q{EH
_ﬂnpexm’p LBOY mikomna Ne536
if ?a CaHKT-HeTepﬁypra

£ J.B.JIpemun
ot 29.08.2022 Ne 145-I11

HHCTPYKIUSA TIOJB30OBATEJIA
ABTOMATHU3UPOBAHHOM CUCTEMBI OBPABOTKHA
KOHO®OUJIEHIIUAJIbHONUH®OPMAIIAN U IIEPCOHAJIBHBIX TAHHBIX
B I'BOY IIKOJIA Ne536 MOCKOBCKOI'O PAHOHA CAHKT-IETEPBYPT A

1. O6mue moJI0KeHUs

1.1. Hacrosimas  WHCTpykiust  pa3pabotaHa uis  OOECHEYEHHUsS  3alllUTHI
KOHQUACHIMATbHOH  MHGDOpMAalMK, B TOM YHCJIE [EPCOHATBHBIX  JaHHBIX, B
aBTOMATH3UPOBAHHEIX CHCTEMAaX, UCIONb3yeMbIX B ['BOY wmkona No 536 MockoBckoro paiioHa
Cankr-Iletepbypra.

Kondunennmansaas undopmanuss — uHbOpMAIHS C OrPAHHYCHHBIM JIOCTYTIOM, HE
coJiep)Kaniasi CBEACHHH, COCTaBISIIONIMX TOCYJApCTBEHHYIO TaifHy, IOCTYI K KOTOPOM
OrPaHMYUBAETCS B COOTBETCTBHH € 3aKOHOJ1aTeNbcTBOM Poccuiickoit enepanuu.

IlepconanbHble naHHBIE — JIF0Oast HHGOPMAITHS, OTHOCSIIASACS K MPSIMO MM KOCBEHHO
OIIPEJICIICHHOMY MM OIpefesisieMoMy (Qu3nuecKkoMy JIMIY (CyOBEKTy IepCOHAIBHBIX
JIaHHBIX).

1.2. Haubonee  BEpOATHBEIMHU KaHATaMH ~ yTeYKd  WHOpMAmUU UL
aBTOMAaTHU3UPOBaHHBIX cucTeM (nanee — AC) SIBISIOTCS:

- HECAaHKIMOHUPOBaHHBIM Joctyn K uHpopMmanuu, obpabarbiBaeMoi B
ABTOMATH3UPOBAHHOU CHCTEME;

- XHUIIEHUE TEXHUYECKHUX CPEJICTB, C XpaHsmiedcs B HUX WHMOpMANUEH, W
OTJIEJIFHBIX HOCUTeJNIeH HHPOpMAIUH;

- IIPOCMOTP HH(GOPMAIMHU C SKPAHOB JIUCIUICEB MOHUTOPOB U JIPYTHX CPEJICTB €€
OTOOpaXXEHHSI C IOMOLIBIO ONITUYECKUX YCTPOMCTB;

- BO3JICHCTBHE HA TEXHHYECKHE WM TPOTPaMMHBEIC CpEJICTBA B  IEJISAX
HapyIICHHs] [EJOCTHOCTH (YHHYTOXEHUS, HCKKEHUs) MHPOpMaIu, paboTOCIOCOOHOCTH
TEXHUYECKHX CpEJCTB, CPEJCTB 3aIlIMTHI HH(OpMAIUU, AIPECHOCTH U CBOEBPEMEHHOCTH
oOMeHa, B TOM YHUCIIE JIEKTPOMArHUTHOTO, Yepe3 CHEIHAIHHO BHEJPEHHBIC JICKTPOHHEBIC H
MPOrpPaMMHBIE CPEJICTBA («3AKITAJIKH ).

1.3.  Pabora ¢ xoHbuACHIMAILHOW HHPOpPMAaIUEH, NEePCOHANLHBIMU JaHHBIMH, a
TaKKe CO CIy)KEOHBIMH JOKYMEHTaMH OTpPaHMYEHHOIO paclpocTpaHeHus (naiee —
HH(pOpMALIKS OrPaHIMYEHHOTO PACIPOCTPAHEHHS ), CTPOUTCS Ha CIICYIOIIHMX TPUHITAIIAX:

- IIPUHIMII [IEPCOHAJILHOM OTBETCTBEHHOCTH — B JIIOOOH MOMEHT BpEMEHH 3a
KOKABIA JOKYMEHT (HE 3aBHCHMO OT THIIA HOCHUTEJsl: OyMaXXHBIH, EKTPOHHBIN) JTOJDKEH

OTBEYaTh M PaCIOpsDKAThCS KOHKPETHBIM COTPYIAHHK, BblJIada JIOKYMEHTOB OCYIIECTBIISCTCS
MIOJIPOCIIKCD;

- IPUHIIMI KOHTPOJII M ydeTa — BCE OMNEpaldd C JOKYMEHTaMH JIOJDKHBI
OTpa)XXaThbCsl B COOTBETCTBYIOIIUX JKypHajlax M KapToykax (meperaya W3 pyK B PyKH,
CHSITHE KOITHH U T.IL.).

2. O6s3anHocTH paborHukoB I'BOY mkoma Ne 536 Mockosckoro paiiona CaHkT-
IlerepOypra, HMEIOIHX A0CTYN K KOHpUAeHIHAILHOHHHpopMAHH
2.1. PaboTHUKM, MOJy4YHMBIIME MJOCTYN K KOHPUIACHIUATHHON WHOpMAIHH,
00s3aHbl XpaHUTh B TailHE JTAHHBIC CBEJICHHUS, CTABIIHE UM H3BECTHHIMH BO BpeMsI PabOTHI
WIM HHBIM IIyTeM W IIpecekaTrh IEUCTBHsSI JPYTHX JIKMI, KOTOpPhIE MOTYT NPHUBECTH K
pasriameHuro Takoi mHpopMmarmmm. O Takux ¢akTax, a TaKKe O JPYTHX MMPUYHHAX HIIH
YCJIOBHSIX BO3MOXKHOM yTE€UKH HMH(OpMAIH HEMEIICHHO HH()OPMHPOBATH PYKOBOIHTEIIS
crpykrypuoro noapasuenenust I'bOY mkoma Ne 536 Mockosckoro paiiona Cankr-Ilerepbypra,
CMeLIHAJIMCTA T10 3allUTe HHPOPMALHH.



Koudunenmmansuas wuHpopManus HE TNOUICKUT pasriamenuto. [Ipekparmene
JIOCTYHaK Takod MHpOpMalMu HE OCBOOOXKJIACT COTpPyAHUKA (pabOTHHKA) OT B3SITHIX UM
0053aTE€NHCTBIIO HEPA3TIIAIIEHUIO CBEJICHHH OTPAaHHYEHHOTO PaCIpPOCTPAHEHHSI.

B ciywae ocraBieHuss 3aHUMaeMOW JOJDKHOCTH COTPYyAHHUK (paboTHUK) oO0s3aH
BEPHYTDH BCE MOKYMEHTEI M MaTepHalbl, OTHOCAIMECS K AeareNbHocTd ['BOY mkonma Ne 536
MockoBckoro paiiona Caskr-Ilerepbypra. B ToOM umciie OTYETHI, MHCTPYKLHMH, I[EPEIUCKY,
CIIUCKU COTPYJIHUKOB (pabOTHHKOB), KOMITBPIOTEPHBIE IPOTpaMMBl, a TaKXXe BCE IMPOUHe
MaTepuaibl M KONHMHM Ha3BAHHBIX MAaTEpHAIOB, HMEIOIMMX KakKoe-IUOO OTHOIIEHHE K
JESITENIbHOCTH aIMUHUCTPAIIH, TOJIyIEHHBIC B TEUEHUE CPOKa pabOTHL

2.2. Corpynuuku (pabOTHHUKH) Tpu paboTe ¢ KOHPHICHIHATEHOW HHpOpManueit
00s13aHBbI:

- CTpPOro cobIro/IaTh YCTAHOBJICHHBIE IIpaBuiia obOecredeHuss Oe30IMacHOCTH
uHpopManuy mpu paboTe ¢ MPOrpaMMHBIMU U TeXHUYECKHUMHU cpenctBamu AC;

- BBIIIOJIHATh TPEOOBaHUS CHEIUANNCTA 10 3aluTe HHYOPMAIUHU, Kacarolrecs
obecrieyenust UH(HOPMAIIMOHHOM O€30MMaCHOCTH;

- 3HaTh M CTPOrO BBINOJHATH IIpaBUiia paboOTBl €O CPENCTBAMH  3AIIHUTHI
uHpopManuu (CpelCTBAaMU pa3TPaHHUYEHHS JIOCTYIIA), HUCIOIB3YEMBIMH Ha INEPCOHATBHBIX
KOMIIBIOTEPAX;

- XpaHUTh B TailHe CcBOH ayreHTH(dukaTop (maposb JocTyma B
aBTOMAaTH3UPOBAHHYIO CUCTEMY), a TaKKe WH(GOPMAIMIO O CUCTEME 3allUThI, YCTAHOBICHHOMN
Ha AC;

- UCIOJNB30BaTh JUIL paboOTHl, TOJBKO YYTEHHBIE CHEMHBIE HAKOIHUTEIH
uHpopManuy (TuOKKEe MAarHUTHEIE JUCKH, KAPTHI ITAMSITH, KOMITAKT JUCKA H T.JI.);

- KOHTPOJIMPOBATh OOHOBJICHHE aHTUBUPYCHBIX 06a3 U B cllydae HEOOXOAUMOCTH
coobmath O HEOOXOJMMOCTH OOHOBJICHHS B CHYXO0y TEXHHUYECKOH TIOJUICPKKH U
CHEIHAIMCTy MO 3ammre UHQOpMAIMH, OTBETCTBEHHOMY 3a AQHTHUBHUPYCHYIO 3alllUTy
ABTOMATU3UPOBAHHOU CHCTEMBI;

- HEMEJUIEHHO CTaBUTh B H3BeCTHOCTH Jjupekropa ['BOY mkoma Ne 536
MockoBckoro paiiona Caukt-IletepOypra;

- B Cllydyae yTepd HOCUTeNsl ¢ KOHGHUIACHIHAIbHOU uHpOpManued WM mpH
HOJIO3PEHUH KOMIIPOMETAIUH JIMYHBIX KIFOYCH U TapoJieid;

- HapyIIeHUH  LEJOCTHOCTH  IuIoMO  (HakjeeKk C  3alUTHOM |
HIeHTU(DUKAITMOHHON HH(pOpManuel, HapyIIEHHH HJIM HECOOTBETCTBHM HOMEPOB I€yaTeil)
Ha almnapaTHBIX CPeICTBax

[IOBM wunn uHbIX ()aKTOB COBEPILEHUS B €0 OTCYTCTBHE MOIMBITOK HECAHKIIMOHUPOBAHHOTO
nocryma (naee - HCJI) k 3anmumennoit AC;

- HECAaHKIMOHUPOBAHHBIX (MPOW3BEACHHBIX C HApyIIEHHEM YCTaHOBIIEHHOTO
MOpsI/IKA) M3MEHEHUH B KOHQUTY paIlii IPOTPaAMMHBIX HITH anmmapaTHbIX cpenctB AC.

B ciyyae oTkiIOHeHHE B HOpPMambHOM paboTe CHUCTEMHBIX U MPUKIATHBIX
IPOTPaMMHBIX CPEJCTB, 3aTPYIHSIONIMX dKCIUTyaTalluio pabodel CTaHIUM, BBIX0/Ia U3 CTPOS
WIK HeycToHuuBoro ¢yHkimonuposanus y3ioB [[DBM wmin mepudepuitHbIx ycTpoicT
(IMCKOBONOB, MpHHTEpAa M T.I.), a TaKxke ImepedOoeB B CHCTEME 3JIEKTPOCHAOXKEHUS,
HEKOPPEKTHOTO (YHKIMOHUPOBAHUS YCTAHOBJICHHBIX B AaBTOMAaTH3UPOBAaHHOW CHCTEME
TEXHUYECKUX CPEJICTB 3aIUTHl CTaBUTh B H3BECTHOCTH OTBETCTBEHHOTO 3a TEXHHUYECKOE
obcityxuBaHue U (UIIM) OTBETCTBEHHOTO 32 00CITY>KHBaHUE IPOTPAMMHOT0 0OeCIIeYeHHUS.

2.3. CraBuTh B HM3BECTHOCTh COTPYAHHKOB (padoTHHKOB) I'BOY mikoma Ne 536
MockoBckoro paiiona Cankrt-IletepOypra npwu:

- HE00X0IMMOCTH OOHOBJICHHST aHTHBUPYCHBIX 0a3;

- OOHOBJICHHH IPOTPaMMHOT0 00ECTICUeHUST;

- IIPOBEJEHUH PETJIAMEHTHBIX paboT, MOJIEPHHU3AIMHU alllapaTHBIX CPEJICTB HIIH
u3MeHeHuu Kondurypamuu AC;

- HEOOXOJMMOCTU BCKPBITUSI CUCTEMHBIX OJIOKOB IIEPCOHAJIBHBIX KOMIIBIOTEPOB
BXOIIIIHX B cocTtaB AC;

- pPE3EpPBHOM KOIHPOBAaHUH HH(OPMALIUU.

2.4. YOopka NOMEMICHHH JIOJDKHA MPOU3BOJHUTHCS IMOJ KOHTPOJIEM COTPYJIHHKA,
MMEIOMIETO JIOCTYI B IOMEIIEHHE U TTOCTOSIHHO B HEM paboTaloIIero.

Beinoc II2BM, Ha Koropo#f mpoBojamiack 00paboTka KOH(HIECHIHAIBEHOMN



uH(popManyy, 3a Mpeaessl TEPPUTOPHH 3JIaHHS C IO MX PEMOHTA, 3aMEHBI U T. I. Oe3
coracoBanust ¢ gupekropoM ['BOY mikona Ne 536 MockoBckoro paitona Cankr-IletepOypra
3anpermieH. 1lpy npuHSTUM penieHus 0 BBIHOCE KOMIBIOTEPOB, JKECTKHE MArHUTHBIC JUCKU
JIOJDKHBI OBITh JIEMOHTHPOBAHBI M CIAHBI HA XpaHEHHUE OTBETCTBCHHOMY 3a YYET CITYXKEOHBIX
JIOKYMEHTOB OTPaHMYEHHOTO pPACIpPOCTPAHEHHUs] CTPYKTYpHOTO MojpasjieieHus. B ciydae
JICHCTBUS TrapaHTUHHBIX 0053aTENBCTB QUPMEI-ITOCTABIINAKA BCKPHITHE KOPITyca U JICMOHTaX
HOCHUTEJIEH JIOJDKHBI OBITh MPEBAPUTEIHHO COTIIACOBAHEL

[IOBM, ucnonb3yemsle aist paboThl ¢ KOHGUIACHIUATBHOW HWH(pOpMAaueH, JOJKHBI
OBITh pa3MENICHBl TaKKUM O00pa3oM, YTOOBl HCKIIOYANIACh BO3MOXXHOCTH BH3YaJILHOTO
IIPOCMOTpa 3KpaHa BHJICOMOHHTOpPa, HE MMEIONIMMH OTHONIEHHS K KOHKPETHO
obpabaTriBaeMOil HH(OPMAITHH COTPYJHUKAMH.

2.5. 3ampemaercs:

- nepesaBaTh, KoMy OBl TO HH OBUIO (B TOM YHCJIE POJICTBEHHUKAM) YCTHO HIIH
MMCbMEHHO KOH(UACHIUATHHYIO HH(OPMAIIHIO;

- UCIIOJIB30BaTh KOH(PHUAECHIIHANBEHYIO HHOOPMALIHMIO TIPU MOATOTOBKE OTKPBITHIX
1y OJIMKanui, JOKIaJI0B, HAyYHBIX paboT | T.JI.;

- BBINOJIHATH paboOThl € JIOKyMEHTaMH, COAEPXKAIIUMH KOH(DUICHIIHATBEHYIO
uHGOpMAlMIO Ha JOMY, BBIHOCHTh HX M3 CIIy>X€OHBIX ITOMENICHHH, CHAUMATh KOIHU HIIH
IIPOM3BOJIUTH BBHIITUCKU U3 TAKUX JIOKYMEHTOB 0€3 pa3pemieHus: pyKOBOTUTENS;

- HaKaIUIMBaTh HEHYXHYIO JJIsl paboThl KOHPUACHIUAIbHYIO HH(OPMAIUIO, TTPH
paboTe ¢ mepcoHANbHBIME JaHHBIMHE, COOJTFOATh CPOKH €€ XpaHEHHS;

- nepefaBarb WIM IPUHUMATh 0O€3 pPAaCHUCKHA JIOKYMEHTBI, COJEpIKalllue
KOH(HICHITHATBHYIO HH(POPMAIIHIO U IEPCOHATBHBIC JIAHHBIC;

- OCTaBJISITh Ha pabodYMX CTONAX, B CTOJAX U HE3aKPHITHIX cei(ax JTOKyMEHTHI,
cojiepxaniue  KOH(PHICHIHATHHYIO uHpOpMAIHIO, a TaKxKe OCTaBJISITh
HE3allepTBIMUKM HE OIleYaTaHHBIMH TII0CJE€ OKOHYaHHsS paboThl ceHdbl, MMOMEIICHHS
U XpaHUJIMINAC JIOKyMEHTAMH;

- UCIIOJIB30BaTh KOMIIOHEHTHI MPOTrpaMMHOr0 U ammaparHoro otecneuenus AC
[I0/Ipa3JICIeHHs] B HECITY)KEOHBIX [ENISIX;

- CaMOBOJILHO BHOCHTH KaKue-JIUOO U3MEHEHHUsI B KOH(HUTYpalHio ammapaTHoO-
IIPOrpaMMHBIX CpEeACTB pabouMX CTAaHIMH WM YCTAaHABIMBATH JOMOJNHHUTENHFHO JFOOBIE
IIPOrpaMMHEIE U alliapaTHBIE CPEJICTBA;

- OCYIIECTBIISITE 00paboTKy KOH(PHACHIHAIBHOW HH(DOPMAIIMH B IPUCYTCTBHH
MOCTOPOHHHUX (HE JIOMYIIEHHBIX K JAHHON HH(pOpMAIUHN) JIUIT;

- 3allUChIBATh U XPaHUTHh KOHPUACHIUAIBHYIO HH(POPMAIMIO HA HEYYTEHHBIX
HOCHUTEJISIX HHpopManuu (KapTax MaMsTH | T.IL.);

- OCTaBJISATh BKJIIOYEHHOM 6€3 mprcMoTpa cBOIO pabouyio crannuio (IIDBM), He
aKTUBH3UpOBaB cpejicTBa 3auuThl oT HCJ (BpeMeHHYI0 OJIOKHPOBKY 3KpaHa U KJIABHATYPHI);

- YMBIIJIEHHO — HMCIIOJIB30BATh HEIOKYMEHTHPOBaHHBIE CBOMCTBa u
OIIMOKH B MPOrPpaMMHOM OOECIEUEeHUH MIIM B HACTPOUKAX CPEJCTB 3al[UTHI, KOTOPHIE MOTYT
IIPUBECTH K BO3HUKHOBEHHUIO KpU3UCHOU cuTyaruu. O6 oOHapy XEHHH TaKOro poja OMIUOOK -
CTaBUTH B H3BeCTHOCTH cuenuanuctoB I'bBOY mkoma Ne 536 MockoBckoro paiiona CaHKT-
[letepOypra.

3. OTBeTCTBEHHOCTH

3.1.  CotpynHuk (pabOTHHK) HECET OTBETCTBEHHOCTH 3a COOJFOJICHUE TpeOOBaHUM
HaCTOSIIIEH HHCTPYKIUH, a TAKXKE IPYTHUX JIOKYMEHTOB B 00JIaCTH 3aIUTH HH(OPMAIIUH.

3.2.  3a pazmianienue KOHGUIESHITHATPHOW HH(OPMAIIHH, IEPCOHAIBHBIX JIAHHBIX, a
TaKKE CIIy)KEOHOW TalHBI, HapylIeHHE MOopsaKa paboThl ¢ JOKYMEHTAMH WJIM MalTHHHBIMU
HOCHUTEJISIMU, COIEPXKAIIMMHU TaKyro HH()OPMAIHIO, COTPYAHUKH MOTYT OBITh MPHBJICUEHBI K
JUCHUIIMHAPHOM WM HMHOM, MpeayCMOTPEHHON JEUCTBYIOUIMM 3aKOHOAATEIIHCTBOM
OTBETCTBEHHOCTH.



